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ldea 1: Analysis of costs

MARSH

CYBERINSURANCE

Insurance part:

 First party costs

(Loss of turnover /
costs to recover)

o

* Third party claims

Assistance part:

» 24/7/365 hotline
* Forensics experts
* Legal experts

* PR experts

Focus on France



Idea 2: Frequency & severity on the rise

Toll Logistics hit by second cyber
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Idea 3: Ransomware vs Client Behaviour
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A deep dive into case studies

Discovery of a IT Formal Claims Notification
event (actual or

alleged)
OR Claim first
made

Inception Assistance cover
Date

call center
Insurance cover

and/or THROUGH Marsh

Insurance cover

Local expert
Marsh
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The mind, motivation and modus operandi
of cybercriminals




3 trends that wil carry on 2021...
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More than 50% of attackers do not have advanced technical skills

What types of threat?

Which attacker profiles?

Established organisations
e.g. mafia group developing its own offensive
tools to carry out its attacks

65 % opportunistic threats: often not highly

technical; do not target a particular organisation, so if one is more secure
than another, attackers will move to throw themselves onto the easiest

prey.

30 % targ eted threats: targets sensitive and

precise information in the organisation. The attackers are mandated with
a clear objective. They ensure all means are available to achieve their
goals.

Groups of individuals
e.g. team of pirates capable of implementing an
offensive methodology using market tools

Cybercriminals
e.g. individual purchasing off-the-shelf piracy
services

Script kiddies

e.g. students reusing operating codes and public
tools

0 .
5 /O diffuse threatS:correspondstotheusualvirus

infections or spam; does not target a particular organisation and has a

limited effect on the IS: denial of service, loss of user data.... Insiders

e.g. Malicious collaborators
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Same entry gates are regularly used by attackers

]

1in 10 cases

1in 10 cases

The attacker infiltrated the
IS by exploiting an
exposed RDP service

The attacker infiltrated the
IS through
spearphishing

RDP is a standard mechanism for
remote access to computer systems

100% of web applications are vulnerable
according to Wavestone's benchmark
audit (wavestone.com)

Spearphishing is targeted phishing: it
targets a specific company or group of
users

. . » Insufficient technical traces

In 20% of cases, it was not possible to L

. . . . » Decommissioned of destroyed systems
identify the intrusion vector:

» Lack of local resources
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Cyber Claims Notifications
What happened — a few examples

Communications, Public Entity
Manufacturing Financial Institution Media & Technology & Not for Profit Food & Beverages Construction Pharmaceutical

@
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Accidental Malware attack Ransomware Software Hacking & Unauthorized

Security Event Failure Impersonation network access

Loss of turnover & Loss of tumover & Loss of turnover & Third party liability Assistance &
restoration costs restoration costs restoration costs emergency measures

Assistance &
emergency measures

XX

Third party liability

Loss of turmover &
restoration costs
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Cyber Claims in CE — focus points

Emergency costs
* Alarge number of claims are handled in under 72 hours

* The most frequent cost categories for cyber claims
are related to assistance and emergency measures

Business Interruption
Major EU claims are about Business Interruption:

* Importance of quantification capacities

* Importance of the Loss adjuster

)

e.g. Covid19

30% of SMEs report turnover losses of up to 80%*

B Remediation costs/ Bl
and Extra Expenses

® Third party claims/Data
Breach

® Emergency measures

*source: OECD
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Cyber Claims Management
Several faces of cyber claims

MARSH

Multi-disciplined teams
Project management approach
Limited experience

Carrier wording alignment
Preparing and calculating

Pre-Loss advice and Post-Loss lessons

08 October 2020

14



Marsh Claims Feedback
Call for action

Pre-loss meetings
* Don’t wait for the cyber claim to happen to understand how it will work:
o Understand your coverage and the claims process

* Check the wording of your cyber insurance particularly when specifying:
o Sufficient limits
o Restrained sub-limits & deductibles
o Consistent, accurate and not constraining clauses
o Precise definitions

* Build up your internal procedure and define its internal key actors among:

o CISO

o Insurance department
o Legal department

o Finance
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Legal aspects of cyber risk management

Topics today

1. First response & external legal counsel
2. GDPR enforcement: facts & figures

3. Class actions

Insurer

Criminal Shareholders
Supervisory authorities /
& law enforcement w M
L '
Data subjects

w—»

Customers

Emnloyees
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Legal aspects of cyber risk management
First response & the role of external counsel

* GDPR breach notification obligations remain
a key struggle for organizations during
incident management

* GDPR poses arisk of tunnel vision

MARSH 08 October 2020
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CMS GDPR Enforcement Tracker: facts & figures

Fines Statistics

GDPR Enforcement Tracker wcedsy CM'S

Law. Tax

This website contains a list and overview of fines and penalties which data protection authorities within the EU have imposed under the EU General Data Protection Regulation (GDPR, DSGVQ). Our aim is

[x] Remove all filters to keep this list as up-to-date as possible. Since not all fines are made public, this list can of course never be complete, which is why we appreciate any indication of further GDPR fines and penalties.

Filter by country: Show |10 | entries Search: I:l
Country Authority Date v Fine [€] Controller/Processor  Quoted Art. Type Summary Infos
Filter Filter Filter Filter Filter
I Hungarian 2020-07-23 560 Forbes Hungary Art. 5 GDPR, Insufficient Fine imposed on Forbes Hungary for publishing a list of the 50 link
[ National Art. 6 GDPR legal basis for wealthiest Hungarians and a list of the largest family businesses
HUNGARY Authority for data without a sufficient balance of interests (Art. 6 (1) f) GDPR)

Data processing

Protection

and the

Freedom of

Information

(NAIH)
| Hungarian 2020-06-12 288,000 Digi Tavkozlési Art. 5 (1) b), Insufficient The company had infringed the principles of purpose limitation and link
[ National Szolgaltaté Kft. ("Digi")  (e) GDPR, Art.  technical and storage restriction because its database contained a large amount
HUNGARY Authority for (electronic 32 (1), (2) organisational of customer data which were no longer relevant for the actual

Data communication service GDPR measures to  purpose of collection and for which no retention period had been

Protection provider) ensure set. Furthermore, the NAIH pointed out that the defendant had not

and the information taken proportionate measures to reduce the risks in the area of

Freedom of security data management and data security, arguing, inter alia, that it had

Information not used encryption mechanisms

(NAIH)
I Hungarian 2020-03-26 2,890 Bank Art. 5 GDPR, Insufficient Due to an administrative error, the personal data of the data link
[ ] National Art. 6 GDPR legal basis for subject were registered and transferred to the Central Credit
HUNGARY Authority for data Information System (CCI) in connection with a loan agreement,

Data processing without the data subject being a party to the agreement.

Protection

and the

Freedom of

Information

(NAIH)

source: enforcementtracker.com
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CMS GDPR Enforcement Tracker: country overview

Number of fines per country Total sum of fines by country

spain - | 73 France 51 100 000

hungary [, :: realy I 30 448 000
cermany [ NG :: Germany [ NN 25 037 807
romaniz [ -: Austria [ N N 15 070 100

Sweden | 7 053 630
sulgaria [ 15
Bulgaria [ 3 198 460
iealy [ 10
Spain M 2 330 670
creece N
Netherlands [l 1 935 000
cypros [
poland [l 938 930
Czech Republic
zech Repubiic NN s Greece ] 748 000
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CMS GDPR Enforcement Tracker: sector overview

Fines by business sector

Media telecoms and broadcasting 2 049 425
47
Industry commerce and real es... GGG 424 479
29
Public sector I 111 475
25
Finance insurance and consulting [ oG 254
17
Health care N 0 106
15
Transportation and energy I 505 600
13
Individuals and private associat... — 63 829
9
Accommodation and hospitality I 36 512
7
Employers I 4 253
N ((/\)Q* \)Q- QQ* \)Q*

o
8
& &
N

@ Average fine (EUR) -o Number of fines
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CMS GDPR Enforcement Tracker: violation overview

for data processing

Insufficient technical and organisationa

measures to ensure information security

Non-compliance
pro:

th general data
ng principles

Insufficient fulfilment of data subjects
rights

Insufficient fulfilment of information

Insufficient

cooperation with supervisory

authority

Lack of appointment of data protection
officer

Insufficient data processing agreement

Insufficient fulfilment of d

Fines by type of violation
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Legal aspects of cyber risk management
Class actions in Continental Europe?

UFC-Que Choisir group vs. Google (France)

Test Aankoop vs. Facebook (Belgium)

Altroconsumo vs. Facebook (Italy)
OCU vs. Facebook (Spain)

Deco Proteste vs. Facebook (Portugal)

08 October 2020
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Legal aspects in cyber risk management
Class actions in Continental Europe: what is next?

The Privacy Collective vs. Salesforce & Oracle

« Launched in August 2020 in the Netherlands

« Commercially funded

« Context: data protection regulations in the context of
real-time bidding and online profiling

» Claimed representation approx. 10 million citizens in the
Netherlands

 Claim per individual: approx. € 500

» Potential total claim amount: approx. € 10,000,000,000

MARSH 08 October 2020
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The Changing Face of Cyber Claims
marsh.com

MARSH 08 October 2020
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Marsh is one of the Marsh & McLennan Companies, together with Guy Carpenter, Mercer, and Oliver Wyman.

This document and any recommendations, analysis, or advice provided by Marsh (collectively, the “Marsh Analysis”) are not intended to be taken as advice regarding any individual situation and should not be relied upon as such. The information
contained herein is based on sources we believe reliable, but we make no representation or warranty as to its accuracy. Marsh shall have no obligation to update the Marsh Analysis and shall have no liability to you or any other party arising out
of this publication or any matter contained herein. Any statements concerning actuarial, tax, accounting, or legal matters are based solely on our experience as insurance brokers and risk consultants and are not to be relied upon as actuarial, tax,
accounting, or legal advice, for which you should consult your own professional advisors. Any modeling, analytics, or projections are subject to inherent uncertainty, and the Marsh Analysis could be materially affected if any underlying
assumptions, conditions, information, or factors are inaccurate or incomplete or should change. Marsh makes no representation or warranty concerning the application of policy wording or the financial condition or solvency of insurers or
reinsurers. Marsh makes no assurances regarding the availability, cost, or terms of insurance coverage. Although Marsh may provide advice and recommendations, all decisions regarding the amount, type or terms of coverage are the ultimate
responsibility of the insurance purchaser, who must decide on the specific coverage that is appropriate to its particular circumstances and financial position.

Copyright © 2020 Marsh LLC. All rights reserved.



