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• External Actor – Malicious 

• External Actor – Accident

• Internal Actor – Malicious

• Internal Actor – Accident

• Internal Actor – Intentional

• Third Party Partner – IT 

Vendor

• Third Party Partner – Other 

Vendor

• Third Party Partner –

Customer

• None 

• Unknown

• Other

ACTORS

• Unauthorized Access To 

Network

• Lost, Stolen Equipment

• System Failure, Interruption, 

Degradation

• Fraud, Trick, Social 

Engineering, Impersonation 

• Data Collection, Sharing

• System Overwhelmed, DDOS

• Error In Entering Data

• Software Misconfiguring

CYBER EVENTS

• Data Breach – Accessed 

• Data Breach – Exfiltrated

• Extortion

• Fund Transfer Fraud

• Data Encrypted, Deleted or 

Altered

• Business Interruption

• Crypto Jacking

• Privacy Law Violation

BUSINESS EVENTS

• Breach Response Legal Costs

• Breach Response Forensic 

Costs

• Breach Response Notification 

Costs 

• Breach Response 

Remediation Costs 

• Extortion Payment and Costs

• Data Restoration Costs

• Business Interruption 

Revenue or Profit Loss

• Extra Expense Costs

• Regulatory Loss

• Claim, Litigation Loss

• Defense Cost Loss

• Equipment, Software 

Replaced

• Loss of Funds

• Liability for Loss of Funds

• Loss of Expected Account 

Receivable

LOSSES

Types of Cyber Events
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• Cyber

• Tech Error and Omission

• Kidnapping and Ransom

• Crime

• Property

• Other

INSURANCE
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Case Study: A Business is Held Hostage

▪ Computers offline
▪ POS are all down
▪Data encrypted
▪ Ransom notes
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Ransom Note
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Voicemail from the Criminals
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Paid staff & 
consultants

Data theft & 
exposure

Auction 
platform

Professional PR/media 
engagement

Data Exposure is a Trend
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RANSOM 

DEMAND: 

$1,200,000
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Dead in the Water

• Client files - gone

• Shared folders – gone

• Payroll details – gone

• HR data – gone
- & more

• Clients depended on them for 
daily bookkeeping etc.



Cyber incident management
Why is incident management important?
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Cyber incidents are 
going to happen

Effective incident 
management lessens 

the impact

USD 2.66 million 
Average cost savings associated with an incident 

response (IR) team and regularly tested IR plan.

Source: IBM Cost of a Data Breach Report 2022

95%
Percentage of cybersecurity incidents 

occur due to human error.
Source: World Economic Forum Global Risks Report 2022

Source: Marsh – Survive or Thrive: How Crisis Impact Company Value

2.46%
Average share performance loss following a cyber 

incident, but significant variance between 

companies that respond well (7.9% increase) 

versus those that respond badly (12% loss). 



Critical steps to take

• Successful resolution of cyber incidents requires 

expert coordination of multiple vendors and work 

streams.

• Immediate engagement of legal counsel is critical.

• Vendors assist with investigation/recovery and 

help ensure that all legal and regulatory obligations 

are fulfilled.

• A typical cyber insurance policy has a vendor 

‘panel’ built in and is usually accessible via a 24/7 

hotline.

Insurance 

Digital 
Forensics & Incident

Response

Legal

Crisis
Communications

Notification 

Call Centre

Credit or ID
Monitoring

Data Recovery

Internal
Stakeholders
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“Email Reply Chain” Phishing Attack

And then, they lurked…
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Smash-and-Grab

• Criminals remotely logged on to hacked computer

• Stole passwords

- Username/pwd of admin

• Took full control of network

• Mass data transfer to mega.co.nz
- ~500 GB

• Deployed ransomware
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The Criminals Were Watching Communications
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The Criminals Promise to Delete The Stolen Data
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Good 

▪ Backups are 
available

▪ Network secured
▪ Threat hunting 

complete

Bad

▪ Maze has the data
▪ Ransom of 

$565,000
▪ Notifications are 

still needed



Cyber coverage parts
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First party coverages

DESCRIPTION COVERED COSTS

First Party Cover
1st Party Insurance coverage: direct loss and out of pocket expense incurred by insured

Business Income/

Extra Expense

Interruption or suspension of computer 

systems due to a network security breach. 

Coverage may be added to include system 

failure and can extend to contingent 

businesses.

• Loss of Income

• Costs in excess of normal operating expenses 

required to restore systems

• Dependent business interruption

• Forensic expenses

Data Asset Protection
Costs to restore, recreate, or recollect your 

data and other intangible assets that are 

corrupted or destroyed.

• Restoration of corrupted data

• Vendor costs to recreate lost data

Event Management / 

Breach Response

Costs resulting from a network security or 

privacy breach.

• Forensics

• Notification

• Credit Monitoring

• Call Center

• Public Relations

Cyber Extortion
Network or data compromised if ransom not 

paid.

• Forensics

• Investigation

• Negotiations and payments of ransoms demanded



Cyber coverage parts
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Third party coverages

DESCRIPTION COVERED COSTS

Third Party Cover
3rd Party insurance coverage: defense and  liability incurred due to alleged harm caused to others by the insured.

Privacy Liability

Failure to prevent unauthorized access, 

disclosure or collection, or failure of others to 

whom you have entrusted such information, 

for not properly notifying of a privacy breach. 

• Liability and defense

• Bank lawsuits

• Consumer lawsuits

Network Security 

Liability 

Failure of system security to prevent or 

mitigate a computer attack. Failure of system 

security includes failure of written policies and 

procedures addressing technology use.

• Liability and defense

Privacy Regulatory 

Defense Costs & PCI 

Fines & Penalties

Privacy breach and related fines or penalties 

assessed by Regulators.

• Liability and defense

• Investigation by a regulator

• Prep costs to testify before regulators

• PCI / PHI fines and penalties

Media Liability 

Defense and liability for, including but not 

limited to, libel, slander, product 

disparagement, misappropriation of name or 

likeness, plagiarism, copyright infringement, 

etc.

• Liability and defense



Getting your claim paid quickly
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Panel vendors used

2.1 months

Non-panel vendors used

12.7 months

Average time from notification to confirmation of cover or first payment:

Use panel vendors!



Trend: Global Widespread Events

• What is a widespread event?

• Zero-day vulns

• Cloud

• Examples:

• Microsoft Exchange

• Blackbaud

• Log4j

• MOVEit

• Now: Cisco

• & Many more!
Image source: Screenshot of Shodan output taken in LMG’s lab
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Software Exploits are Trending on the Dark Web
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Happy Memorial Day!

• May 27th, 2023: TA505 (Clop) begins 
actively exploiting MOVEit servers

• Sensitive files stolen from exploitable 
MOVEit hosts
- An undisclosed number of victims 

were impacted

• Both on-premise and SaaS versions

• Clop told victims to contact them or 
their data would be published
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This Timing Isn’t Unusual

• Memorial Day 
weekend
- Coincidence? Unlikely

- “Forensics Friday” @LMG

• Who’s on call for your 
organization?

• Who is monitoring 
threat intelligence?

https://www.fireeye.com/blog/threat-research/2020/03/they-come-in-the-night-ransomware-deployment-trends.html
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Hackers Target File Sharing Services!

• High-value assets

• Cloud & on-prem

• 2021 – Accellion File Transfer Appliance 
(FTA)
- 0-day vuln

- Dozens of orgs announced breaches

• 2023 – GoAnywhere 
- 0-day vuln

- ~135 victims were hacked (Feb 2023)

• Russian-affiliated gang (“Clop”)

www.LMGsecurity.com
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More Data = Higher Damages When it Leaks
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Reduce Your Data

• Automatic retention/deletion times

• Limit data provided to suppliers

• Supplier deletion SLAs

www.LMGsecurity.com

The Cheapest Way to Reduce 
Your Risk!
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Maintain an Accurate Data & Asset Inventory

• Make sure you have an up-to-date 
inventory of assets

• Identify sensitive data

• Local Network & Cloud/SaaS

• Automated Tools

• Include 3rd party suppliers!

©LMG Security 2021. All rights reserved. | www.LMGsecurity.com | 30

http://www.lmgsecurity.com/


Coverage or reimbursement issues

• Carefully select panel counsel and other vendors

• Review attorney rates and vendor scope of work

• Consider other insurance

• Evaluate upgrades or betterment

• Review in-house labor

• Factor in computer forensic/data recovery

• Assess third-party claims and credits

• Explore theft of funds

• Monitor business interruption

• Consider extra expenses
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100%

To change the image, select it 

and choose Image Library from 

the MMC Templates ribbon.
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Update & Test Your Incident Response Plans

• Plan for zero-day software exploits

• Practice, practice, practice!

• Educate IT staff & responders

• Clarify roles & responsibilities

• Test processes, communications, etc.

• Integrate your insurance into your IR 
documentation

IBM, “Cost of a Data Breach 2023”
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