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Marsh’s cyber
self-assessment tool

The Marsh cyber self-assessment leverages cybersecurity best practices to
provide a comprehensive look at your organisation’s overall cybersecurity
profile, while also serving as a single cyber insurance application accepted by
the cyber insurance market.

The Marsh cyber self-assessment allows you to:
e Gain a holistic view of your cyber security through a robust diagnostic of your organisation’s cyber controls.
* Use the output of the assessment to assess the impact of critical organisational cyber threats and model potential losses.

* Engage in meaningful discussions with other key stakeholders, including IT specialists, on how to better finance and
manage cyber risk.

 Differentiate your risk by providing a market-leading submission to insurers.
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A robust, analytics-
powered cybersecurity
assessment

Developed in conjunction with
Marsh'’s cybersecurity consulting
experts, the enhanced cyber self-
assessment tool examines the

most significant cyber risks facing
organisations today, and looks closely
at your organisation’s cybersecurity
controls, technology, and people.

The cyber self-assessment includes

a risk scoring mechanism that is
aligned to the National Institute of
Standards and Technology’s (NIST)
Cybersecurity Framework. The scoring
system enables you to identify and
assess the areas of your controls that
are of most interest to underwriters
and understand both the strengths
and potential areas of concern. This
proactive identification allows Marsh
to help you address these areas and
remediate vulnerabilities prior to
holding underwriting discussions.

A streamlined and
market-leading
insurance application
experience

The cyber self-assessment is updated
on a monthly basis to include the
latest hot topics and questions that
insurers are asking. This ensures that
when you submit the application to
insurers you can be confident that
your organisation is differentiating
itself by providing the most up-to-date
information that underwriters need to
provide their most competitive terms.
This minimises the need for follow-up
information post submission.

Security of your data

Housed on a centralised, easy-to-
use web platform, Marsh’s self-
assessment questionnaire allows

for simultaneous contributions by
multiple organisational stakeholders
and eliminates the challenge of
version control that often arises from
the use of offline documents. The tool
employs industry-leading security
protocols, such as time-restricted
multifactor authentication client
access, active directory controls, and
data encryption in transit and at rest.

The Marsh cyber self-assessment is
accepted by all leading cyber insurers
as an application for insurance. This
allows applicants to complete a single
questionnaire and avoid the resource
burdens and inefficiencies of multiple
insurance applications.

This document and any recommendations, analysis, or advice provided by Marsh (collectively,
the ‘Marsh Analysis’) are not intended to be taken as advice regarding any individual situation
and should not be relied upon as such. Any statements concerning actuarial, tax, accounting,
or legal matters are based solely on our experience as insurance brokers and risk consultants
and are not to be relied upon as actuarial, accounting, tax, or legal advice, for which you
should consult your own professional advisors. Any modelling, analytics, or projections are
subject to inherent uncertainty, and the Marsh Analysis could be materially affected if any
underlying assumptions, conditions, information, or factors are inaccurate or incomplete or
should change. The information contained herein is based on sources we believe reliable,

but we make no representation or warranty as to its accuracy. Except as may be set forth in

an agreement between you and Marsh, Marsh shall have no obligation to update the Marsh
Analysis and shall have no liability to you or any other party with regard to the Marsh Analysis
or to any services provided by a third party to you or Marsh. Marsh makes no representation or
warranty concerning the application of policy wordings or the financial condition or solvency of
insurers or re-insurers. Marsh makes no assurances regarding the availability, cost, or terms of

insurance coverage.
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Contacts

For more information, visit marsh.com,
or contact:

E Hannah Morgans
Cyber Growth Leader, Pacific

+61 448 662 595
hannah.morgans@marsh.com

About Marsh

Marsh is the world'’s leading insurance
broker and risk advisor. With more
than 45,000 colleagues operating

in 130 countries, Marsh serves
commercial and individual clients
with data-driven risk solutions and
advisory services. Marsh is a business
of Marsh McLennan (NYSE: MMC), the
world’s leading professional services
firm in the areas of risk, strategy and
people. With annual revenue over $20
billion, Marsh McLennan helps clients
navigate an increasingly dynamic and
complex environment through four
market-leading businesses: Marsh,
Guy Carpenter, Mercer and Oliver
Wyman. For more information, visit
marsh.com, follow us on LinkedIn and
Twitter.
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