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Addressing the
system-level
resilience gap

A framework for organizations operating in
urban and industrial areas
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Urban and industrial
areas: The frontline of
system-level risk




Urban and industrial areas are where people,
assets, and critical infrastructure concentrate,
and where climate-related disruptions manifest
most acutely: a heatwave, flood, drought, or
wildfire rarely remains a “local” physical hazard
once it hits an urban environment. Instead, these
hazards propagate through shared systems such
as energy, water, transport, telecommunications,
and healthcare, turning a hazard into wider
operational disruption, not just locally, but across
entire value chains. Organizations, therefore,
need resilient cities to function well in order to
protect them from events such as workforce
disruptions, supply interruptions, reputational
impacts, and knock-on effects on customers.

There are several initiatives that have
championed city-level resilience, such as the
Rockefeller Foundation’s 100 Resilient Cities
and the C40 Cities program, highlighting the
growing importance of urban and industrial
environments. From a business perspective,
however, we find that practical guidance beyond
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public-private collaboration is often lacking,
leaving organizations with significant exposure
when assessing where to invest, how to expand
in existing locations, or how to build resilience
across their urban and industrial footprints.

This paper aims to help organizations address
that gap. It focuses on system-level risks — risks
that arise from the fragility of, and interactions
between systems — rather than on physical
damage to individual sites alone. Not all system-
level risks operate at the same scale: some are
place-based — contingent on the resilience

of the local environment on which an asset
depends to operate — while others influence an
organization irrespective of where any individual
asset sits. It offers a practical set of checklists
for organizations to apply when investing in new
urban and industrial areas or upgrading risk
management approaches in existing locations.
Finally, we touch on key lessons learnt from
integrating this framework in real-world examples.
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What are system-level
risks?



The Marsh Risk Climate Adaptation Framework is on site, and risks to the successful execution of

an enabler for this conversation: it differentiates emergency response procedures. Conversely,
between risks at individual assets owned by system-level risks include threats to elements
an organization and risks associated with organizations depend on but may not fully
dependencies in an organization’s external control, such as suppliers, customers, critical
ecosystem. Asset-level risks can typically be infrastructure, resources and ecosystem
controlled directly, such as risks to the physical services, governments and regulators, capital
asset, risks to operations and people working providers, and communities (Figure 1).

Figure 1. The Marsh Risk Climate Adaptation Framework: organizations
should consider both asset- and system-level considerations
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https://www.marsh.com/en/services/climate-change-adaption/expertise/climate-change-adaption.html

System-level risks can arise when assets depend
on the rest of the system. For example, a business
owner with assets in an industrial area may
depend on nearby housing, hospitals, and other
systems to ensure resilient operations. These
dependencies create place-based risk whose
severity is shaped by the climate resilience of that
specific location. The same business may also
face climate-driven disruptions to international
supply chains; this exposure is no less systemic,
but agnostic to the geography of any individual

asset. There is a risk of system-level risks occurring

simultaneously, often driven by multiple climate
impacts (e.g., heat stress and water scarcity).
Equally, system-level risks can be cascading; for
example, a flood event that results in transport
disruption may, in turn, prevent workforce
mobility and delay emergency response.

Many large organizations have made significant
progress in understanding climate risk at

the asset-level, but system-level risk is often
overlooked. In 2025, we found that most
organizations' climate risk assessments focused
on physical assets (85%) and on-site operations
and people (66%). However, many organizations
overlook system-level risks such as critical
infrastructure dependencies (45%) and supplier
vulnerabilities (43%). This is in line with findings
from Marsh Risk and the Inter-American
Development Bank’'s 2025 report Resilience Now:
Closing the Adaptation Gap in Latin America
and the Caribbean, which emphasized the need
to scale integrated adaptation approaches,
moving beyond isolated projects toward
programmatic pathways that combine asset-
level infrastructure upgrades with system-level
resilience measures like ecosystem restoration.
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“In 2025, we found that most
organizations climate risk
assessments focussed on
physcial assets, and on-site
operations and people.”

Source: Marsh Climate Adaptation Survey

Below: Marsh Risk and the Inter-
American Development Bank’s
2025 report Resilience Now:
Closing the Adaptation Gap in
Latin America and the Caribbean.
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https://publications.iadb.org/en/publications/english/viewer/Resilience-Now-Closing-the-Adaptation-Gap-in-Latin-America-and-the-Caribbean-LAC.pdf
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An approach for
organizations to address
system-level risk



To move beyond awareness to action,
organizations need a repeatable, decision-
oriented process. We use a four-step approach:
identify system dependencies; assess
materiality; manage risk down; and transfer
residual risk away (where possible). This
approach is iterative and should be embedded
into location strategy, procurement, capital
allocation, and enterprise risk management.

Figure 2. Checklists for system-level adaptation:
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We have created practical checklists aligned to
each system-level component that organizations

operating in urban and industrial areas
can use. The checklists are designed to be
actionable for risk managers and other risk
owners within organizations, as illustrated in
Figure 2 (see the Appendix for all checklists).

Appendix: Adaptation checklists

Critical infr

Structitre.

Adaptation should includ
Critical infrastructure adapt

Identify system dependencic

Resources and ecosystem services

]

dependences:
[ Power qualityuplitc
[ Weter volume
[ Accessroutes
[ Telecoms

0 oer:

[ Pinpoint key nodes/
corridors and operators

[ substations
[ Treatmen: works

[ Roads

0 ower

[ cotect nistoric
isruption signals;

[ Outage records
[ Closures

[ other:
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involves

Resources and ecosystem services

Identify system dependencies

[ Wentify natural water sources,
allocation rules, restriction
triggers, and competing users

[ tocate heat hotspots and
reliance on cooling/ventilation:
[ For workforcesproduct

O other:

[ Checkstatus of
protective ecosystems:
[ Wetlands
[ River basins
[ Coastalbuffers

O other:

Governments and regulal‘ors

Adaption requires collaboration with government and regulators in urban and industrial areas.

Governments and regulators

Identify system dependencief

[ Review resiience
governance, funded plans,
and maintenance backiogs

[ Check code enforcement
(flood, heat, wind) and
reurofit requirements:

[ Mapcrisis rules:
[ Shutdown threshold
[ evacuation
[ Water restrictions
El

Other:
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Customers

weather events.

Customers adaptation checklist

Identify system dependencies

by district/hazard zone
and access routes

[] dentify channels

[ scan customer continuity
expectations/SLAs and
reputational sensitvities

y
under disruption scenarios:

[ Assess contagion risks:
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[ service downtime

O other
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0 other

[ citywide disruption
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[ ower___

disruption in

Manage risk down
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[ Remote delivery
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services due to extreme

Transfer residual risk away

[ thsure revenue interruption
where viable:
[ eicontingent Bt
[ event canceliation
where relevant

O other: [ other:
Improve O use tied
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[ service triggers for key markets
degradation plans
[ other [ Embed force majeure and

Relocate/redistribute
customer-facing assets away
from chokepoints where needed

service-continuity dlauses
with partners / platforms

Communities

Evaluating community adaptation measures to derive co-benefits with the communities you opera

Customers adaptation checklist

Identify system dependencies

[ rofite workforc reliance
on winerable corridors
and critca services:

[ schoois
[] Healthcare
0 other:

[ Wentify housing fragiley and
displacement isk i abor

m]

Track heat/air quality
exposure patterns that affect
attencance and safety

the

o|  Capital provider

[ Gauge insurance availabilty/
terms by perl and location:
[ Deductibles
0 Exdusions
[ et consuainis

[ other

[ 1entity lencerrinvestor
requirements

[ Swesstescs
[ Adapation plans
[ Covenants

Puper e goes here

[ other

[ Review municipalfiscal
capacity and infrastructure:

funding pathways.

Capital provider adaptation checklist

Identify system dependencies  Assess materi

Supply chains

Manage risk down

[m] inputs;
re-site inventory away from
high-risk nodes; increase
buffers where justified

O Modelotal Adaptation should include resilience in your supply chains.
0 Pr
O w|
E E: Supply chain adaptation checklist
0 o ; X -
Identify system dependencies  Assess materiality
m] “T:‘m:z [ Map supplierlocations ]
vs hazard zones and [ Muliple suppiers
O ~ shared city systems i by same
0 co evenuisystem outage
any [ 1dentify logistics chokepoints: [ other:
O o [ single ports

Puper e goes here

[ Rail corridorss
[ Floodplain warehouses

O Other

[ Check supplier continuity
maturity and hist
disruption performance

[ Quantity restart imes,
inventory buffers,cold-
chain sensitivity, and
alternative routing:

[ Pre-contract aternates (routes.

carriers, ports, warehousing)
and surge capacity.

[ Embed resiience
d aud

competition for
labor/materials/
transport post-event.

[ orher:

toric

rights in supplier contracts.

Transfer residual risk away

[ ‘Transfer coningent B/
supply chain interruption

risk where insurable

[] Use parametric solutions for port
closure / transport disruption
riggers where feasible

[ Contract penalies/senvice
credits and step-in rights

for critical vendors
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What does addressing
system-level risk

look like in practice?
Four lessons from
around the world

A growing number of case studies are emerging that bring to life
the checklists for system-level adaptation outlined in section 3. We
highlight four lessons, illustrated by case studies from around the
world, that show how organizations can address system-level risks.



Lesson I: When considering strategic
investments in urban and industrial areas,
treat infrastructure as a strategic risk, not
just a background service.

Case study: Malaysias SMART tunnel

The SMART Tunnel in Kuala Lumpur is a dual- system-Leve/

purpose piece of infrastructure designed to
address climate adaptation and urban resilience
by the Malaysian government. Under normal
conditions, it functions as a motorway, but
during heavy rainfall, it diverts stormwater

away from the city center, thereby reducing T
the risk of flash flooding. This approach helps Critical

infrastructure

the city cope with increasingly intense rainfall
while limiting disruption to transport and
economic activity. Crucially, its resilience lies
not only in engineering but in system-level
design: clear operating triggers, rapid mode-
switching, and coordination across transport, \\

water, and emergency systems to prevent Governments
. . and regulators
cascading failures and enable faster recovery.

The SMART Tunnel shows how resilient
infrastructure can act as a mechanism to
attract and retain organizations considering
their system-level climate risks.

11| | Integrating system-level climate risk management



Lesson 2: When engaging with local
authorities or infrastructure operators, ask
how climate risk is being embedded into
planning, procurement, supply chains, and
long-term maintenance.

Case study: Public-private partnerships
for integrated small and medium
businesses and municipal adaptation
planning

In Turin, Italy, a public-private partnership (PPP) system-Leve,
involving insurers, local authorities, and small
and medium-sized enterprises (SMEs) was formed
to build adaptation capacity. The partnership
developed company adaptation action plans for
SMEs, as well as an integrated district adaptation
plan for a pilot area within Turin. SMEs have been
using an online risk assessment tool developed
as part of the PPP to assess their vulnerability
and design their adaptation plans. The PPP

was scaled to ten other Italian cities, and SMEs
continue to use the online climate risk tool.

12| | Integrating system-level climate risk management



Lesson 3: When operating in urban
“hotspots” or where suppliers and logistics
routes concentrate, map supply chain
dependencies and test plausible cascade
pathways.

Case study: Navigating supply chain
risks with Sentrisk

Ports worldwide are vulnerable to operational
disruptions from blocked waterways, natural
disasters, epidemics, and riots, among other
factors. Port cities are particularly at risk because ®

multiple organizations share the same critical nodes Suppliers

and rely on the same local enabling conditions— "
channels, road and rail links, power and water utility (G) ‘liﬁ"
connections, labor and housing capacity, emergency i ponical
services, and nearby protective ecosystems. providers

When those place-specific infrastructure and
ecosystem conditions are stressed or fail, disruption
propagates across all port users, directly impacting
suppliers with knock-on effects for businesses

and customers awaiting the transported goods.

system-Levg/

Marsh Risk and Oliver Wyman have supported
organizations operating in port cities (such as port
owners and cargo shippers) in managing supply
chain risks through the Sentrisk tool. Sentrisk
enables stakeholders to identify and map supply
chain risks, such as critical upstream suppliers
and potential vulnerabilities, to support the
development of robust contingency plans. This
enables organizations to evaluate transport routes
and infrastructure vulnerabilities, allowing them
to diversify suppliers, reroute components, or use
insurance products to mitigate potential losses.

13| | Integrating system-level climate risk management


https://www.marsh.com/en/services/business-interruption-supply-chain/expertise/sentrisk.html

Lesson 4: When considering where to build
and invest, consider whether city-focused
insurance products, such as parametric
solutions, risk pools, or blended finance
structures, can provide rapid liquidity to
support the continuity and recovery of
shared infrastructure.

Case study: Risk pooling and
city insurance with the Urban

Infrastructure Insurance Facility
(UITF) model

In Latin America and the Caribbean, the Urban
Infrastructure Insurance Facility (UIIF), led by ICLEI
and supported by Marsh Risk and Guy Carpenter,
provides a model for embedding risk transfer into
system-level resilience. Organizations can access
rapid liquidity after events thanks to risk pooling
across cities, which helps diversify exposure.

14 | | Integrating system-level climate risk management



Conclusion: System-
level risk management
as a core capability for
urban and industrial
Investment

As climate impacts intensify, organizations' exposure in cities will
likely be shaped less by whether individual assets are hardened
and more by the resilience of their entire ecosystems.



A clear risk management
process across system-level
risks can help organizations
move from abstract concerns
to concrete actions.

16 Integrating system-level climate risk management

System-level risks — cascading failures,
compound hazards, infrastructure fragilities,
and socio-economic stresses — are increasingly
central to operational continuity, supply chain
reliability, insurability, and long-term value.

The good news is that system-level risk

can be managed. A clear risk management
process across system-level risks, can help
organizations move from abstract concerns
to concrete actions. Organizations can start
with the four-step approach to identify,
assess, manage and transfer risks, using
the checklists provided in the Appendix.

This does not happen in isolation. The growing
body of city resilience initiatives, analytical tools,
and risk-financing approaches provides practical
entry points for engagement, as highlighted in the
key lessons from around the world. In each case,
organizations can collaborate with local authorities
and utilities on risk assessments, resilience
investment plans, maintenance regimes, and how
climate risk is embedded into procurement, capital
planning, and performance standards. Equally,
organizations can share open and decision-useful
risk information with relevant stakeholders.

For Marsh Risk clients, integrating system-level
risk management into urban investment decisions
is not only a defensive move — it is a route to
better decision quality, stronger stakeholder
relationships, and a more resilient platform

for growth in the economy of the future.
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About Marsh Risk

Marsh Risk is a business of Marsh (NYSE: MRSH), a global leader in risk, reinsurance and
capital, people and investments, and management consulting, advising clients in 130
countries. With annual revenue of over $24 billion and more than 90,000 colleagues,
Marsh helps build the confidence to thrive through the power of perspective. For more
information about Marsh Risk, visit marsh.com, or follow us on LinkedIn and X.

This is a marketing communication. The information contained herein is based on
sources we believe reliable and should be understood to be general risk management
and insurance information only. The information is not intended to be taken as

advice with respect to any individual situation and cannot be relied upon as such.
Marsh Ltd is authorised and regulated by the Financial Conduct Authority for General
Insurance Distribution and Credit Broking (Firm Reference No. 307511).

Copyright © 2026 Marsh Ltd. Registered in England and Wales Number: 1507274, Registered
office: 1 Tower Place West, Tower Place, London EC3R 5BU. All rights reserved.
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