
Respond and recover quicker from  
cyber attacks with a comprehensive 
incident response plan
As cyberattacks increase in both volume and sophistication, many 
businesses are adopting a “when, not if” approach to cybersecurity. 

Now, more than ever, proactive planning is critical to effectively and 
efficiently respond to and recover from a cyberattack. Having an 
appropriate framework to respond and recover from attacks, will help 
avoid chaos and stress.

HOW IT WORKS

Why is it important to have a Cyber 
Incident Response Plan?
Identifying your resilience plan in the event of a cyber incident 
will allow you to develop your response procedures, reducing the 
impact of a cyber incident on your business activities. 

Businesses must evaluate the potential impacts of a cyberattack, 
and be prepared to pivot their operations, assets, and people in its 
aftermath. Thoughtful planning can help ensure your organisation 
has the right strategies, processes, and communications in place 
during a crisis.

Marsh’s team of cyber risk 
advisors can create a best-
for-you incident response 
plan, so that you can 
respond and recover from 
attacks quicker.

Marsh’s team of cyber risk advisors 
can help develop or update your 
incident response plan in line with 
today’s best practices based on real 
world events. 

Using our experience in managing 
cyber incidents we are able to 
review your existing response 
procedures and business continuity 
documentation, as well as carrying 
out a workshop with your key 
stakeholders to understand your 
vulnerabilities and agree on 
cyber scenarios to build response 
procedures around. 

Part of planning for the impacts 
of a potential cyberattack can also 
include testing the plan. Marsh will 
run through and simulate scenarios 
to develop an appropriate plan.

The output is a Cyber Incident 
Response Plan with a set of concise 
response procedures for key  
cyber risks. A best-for you plan 
designed and tested to enable 
your business to respond, recover 
and restore to business-as-usual 
operations quicker.
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RESPOND AND RECOVER FROM 
ATTACKS QUICKER 
By working with our team of cyber risk advisors your organisation will be able  
to adopt a set of concise response procedures for key cyber risks.

Focused on the core elements of incident response from incident detection and 
triggering to business impact mapping, communication strategies and longer 
term business recovery– enhancing your response time and minimising the 
impact of an attack.

WHY MARSH
As experts in enterprise and cyber risk, 
we help you take an enterprise wide, 
scalable approach in building your 
cyber resilience.

Together, we identify your risks, and 
develop a best-for-you program and 
team of partners to help manage it.

Informing your approach and  
decision-making process with our  
25 years of cyber expertise and data-
driven insight.

So that your path to cyber resilience  
is more productive and predictive;  
and your outcomes are more efficient 
and effective.

BENEFITS

Identify and validate 
cyber incident response 
procedures. 

Uplift response 
procedures with a best-
for-you plan.

Recover and restore 
to “business-as-usual 
operations quicker.

About Marsh
Marsh, a business of Marsh McLennan 
(NYSE: MMC), is the world’s top 
insurance broker and risk advisor. 
Marsh McLennan is a global leader 
in risk, strategy and people, advising 
clients in 130 countries across four 
businesses: Marsh, Guy Carpenter, 
Mercer and Oliver Wyman. With 
annual revenue of over $24 billion and 
more than 90,000 colleagues, Marsh 
McLennan helps build the confidence 
to thrive through the power of 
perspective. For more information, 
visit marsh.com, or follow on LinkedIn 
and X.

Contact us today
To discuss your cyber risk exposures 
further or our solutions that could 
help your business, contact us via 
our website or contact your Marsh 
representative.
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