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A benetfits fund office avoided a potentially costly cybersecurity
incident when employees identified and reported a sophisticated
phishing email before taking any action. Working with Segal, the
organization built a phishing awareness program that turned its
people into an early warning system, resulting in zero compromised
accounts, zero exposed credentials and rapid threat containment.

Why trusted Microsoft infrastructure made this phishing attempt
harder to detect

Most phishing emails reveal themselves through obvious warning signs. This attack was
different.

A multiemployer benefits fund office received a highly convincing phishing email generated and
delivered through legitimate Microsoft infrastructure, rather than merely disguised to look like a

Microsoft message. That trusted delivery path made the message appear legitimate and harder
to identify as a threat.

For an organization responsible for administering pension, health and welfare benefits, the
stakes were significant. Employees routinely handle sensitive participant and financial
information, and a single click could have exposed credentials or triggered a larger security
incident.

As phishing attacks continue to evolve, the fund office needed more than technology alone. It
needed employees who could recognize suspicious activity and know how to respond.

How a phishing awareness program prepared employees for a real-
world attack

Long before the suspicious email arrived, Segal's Administration and Technology Consulting
team helped the fund office strengthen its cybersecurity readiness through a practical, behavior-
focused phishing awareness program.

Segal implemented quarterly phishing simulations designed to mirror the tactics employees
were most likely to encounter. These exercises were paired with targeted awareness training,
remediation education and clear escalation procedures that reinforced a simple expectation: if
something doesn't look right, report it immediately.

The approach focused on creating habits rather than checking a training box. Through repeated
exposure to realistic scenarios, employees built the muscle memory needed to recognize and



respond to emerging threats, while leadership reporting and ongoing program reviews
supported continuous improvement.

How trained employees stopped a sophisticated phishing attempt
The true test of the program came when the phishing email landed in employee inboxes.

Multiple employees independently recognized that something was wrong. Rather than clicking
links, opening attachments or providing credentials, they reported the message to IT
immediately, allowing IT to investigate and contain the threat quickly.

The results were clear: no links were clicked, no credentials were exposed and no systems
were compromised. The incident demonstrated the value of a trained workforce capable of
identifying and escalating suspicious activity before damage could occur.

What could have become a damaging cybersecurity incident instead demonstrated the fund
office’s preparedness. By combining realistic phishing simulations, awareness training and
remediation education, Segal helped transform human risk into human resilience while
reinforcing a critical lesson: informed employees are often the first line of defense against
evolving phishing threats.
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This client success story is for informational purposes only and does not constitute legal, tax or
investment advice. You are encouraged to discuss the issues raised here with your legal, tax and
other advisors before determining how the issues apply to your specific situation(s).

© 2026 by The Segal Group, Inc. All rights reserved. 2


https://www.segalco.com/contact/
https://www.segalco.com/services/administration-and-technology-consulting/
https://www.segalco.com/services/administration-and-technology-consulting/

	Why trusted Microsoft infrastructure made this phishing attempt harder to detect
	How a phishing awareness program prepared employees for a real-world attack
	How trained employees stopped a sophisticated phishing attempt




Accessibility Report





		Filename: 

		026-ALL-MP-CS-Phishing-Awareness-Training.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 1



		Passed manually: 1



		Failed manually: 0



		Skipped: 2



		Passed: 28



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Skipped		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

