
Are You Confident in Your 
Cybersecurity Precautions?      

Cybersecurity Solutions

Cyberattacks happen every day and criminals are not going to stop 
trying to breach your systems. How can you tell if you are prepared? 
Organizations with strong cybersecurity protocols and precautions can answer “Yes” to all these questions: 

Do we train our staff in  
cybersecurity awareness  
and incident prevention  
at least annually?

Do we have the necessary tools  
to monitor our environment and  
detect incidents?

Do we have a comprehensive  
Incident Response Plan? 

Have we tested our Incident 
Response Plan using multiple  
tabletop simulations? 

Do we have the necessary  
governing policies in place to  
protect our organization? 

Have we trained our staff in those 
governing policies?

Do we regularly test our employees 
with phishing email tests?

Have we performed an objective, 
third-party cybersecurity  
assessment to identify security  
gaps in our environment?

Did we take action based  
on the findings?

If you were unable to answer yes to all these questions, you may have vulnerabilities  
in your cybersecurity plan. The time to assess your readiness is now. Doing so after 
you’ve had a ransomware attack or phishing incident is too late.



This is for informational purposes only and does not constitute legal, tax or investment advice. You are encouraged to discuss the 
issues raised here with your legal, tax and other advisors before determining how the issues apply to your specific situation(s).
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Contact

Segal is a leading global employee benefits and HR consulting firm delivering trusted  
advice that improves lives. Visit segalco.com.

Segal can help
Our Administration and Technology Consulting professionals specialize in working with organizations to:

•	Train staff and leadership with cybersecurity 
awareness classes. These classes meet 
the National Institute of Standards (NIST) 
Cybersecurity Framework expectations for 
employee training.

•	Develop comprehensive Incident  
Response Plans

•	Test and improve Incident Response Plans  
with challenging tabletop simulations

•	Develop cybersecurity governance policies

•	Conduct cybersecurity workshops with  
senior leaders to identify organizational 
cybersecurity strengths and weaknesses

•	Conduct detailed cybersecurity risk 
assessments and identify improvements

•	Work with third parties to create phishing 
campaigns to test employee awareness 

•	Assist in procuring cybersecurity insurance  
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