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Introduction  

The Broker Dealer Clearance (BDC) application now supports enhanced Multi-Factor Authentication (MFA) via the 
BNY Authentication Hub service.   

Clients can authenticate using their User ID and Password as the initial factor.  Clients have several options for 
second factors.  Second factors can include emailed OTP and Mobile OTP.   

One-Time Passwords (OTPs) are sent to the existing email address which is already on file.  Additionally, Mobile 
OTPs can be self-provisioned by client users via the Authentication Hub URLs, shown below.    

BDC Authentication Hub based URLs 

Clients can use the Authentication Hub to logon to BDC with these URLs:   

Production: https://www.clearance.bnymellon.com/bdcui/ClearanceUI.html 

Test:             https://www-catb.clearance.bnymellon.com/bdcui/ClearanceUI.html  

NOTE: Above URLs for enhanced authentication are available in parallel with the existing BDC URLs. 

Authentication Hub URLs 

To authenticate into BDC, clients must have network access to the Authentication Hub URL: 

Production: https://authhub.bny.com   

Test :            https://authhub.qa.bny.com/     

NOTE: If network access is not functioning for above URLs, please work with your network team to provide network 
routing and access to the IP Addresses provided in Appendix A: IP Addresses for Authentication Hub 

What is Mobile OTP? 

Clients may download a variety of Mobile OTP apps to their phone and utilize the application to generate a rotating 
code which can be used as a second factor to authentication into BDC.  Mobile OTP applications can run on a variety 
of devices, including iOS and Android.  Applications include Google Authenticator, Microsoft Authenticator, 
1Password, LastPass, Duo, and others. 

https://www.clearance.bnymellon.com/bdcui/ClearanceUI.html
https://www.clearance.bnymellon.com/bdcui/ClearanceUI.html
https://www-catb.clearance.bnymellon.com/bdcui/ClearanceUI.html
https://authhub.bnymellon.com
https://authhub.qa.bnymellon.com/
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Instructions for provisioning Mobile OTP with Authentication Hub 

 Go to the Authentication Hub URL  

(For Production - https://authhub.bny.com ; For Test - https://authhub.qa.bny.com/) 

 Select Login with Authentication Hub 

 

 Enter your User ID and click Submit: 

  

https://authhub.qa.bnymellon.com/
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 At the Factor Selection screen, select Enter password: 

 

 Enter your password and click Submit: 
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 Click on Manage Credentials: 

 

 Click on + New: 
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 Select Code from Mobile Authenticator and click on Next: 

 

 Provide user friendly name, for example Prod Microsoft Authenticator or Google Authenticator 

 Click Next: 

 

 Scan the QR code on your mobile device and then enter the six-digit pass code shown below: 
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 Open Authenticator App on your mobile device and click on + to add the new credentials. 

(Sample apps include Microsoft Authenticator or Google Authenticator) 

▪ With Microsoft Authenticator, select Personal account and then select Scan QR code 

▪ Scan the QR code from the screen and give it a name (example. BNY Prod Authhub Authenticator)  

▪ Under this you’ll see a six-digit code which refreshes every 30 seconds. 

▪ Enter this six-digit code in the above screen and you can see the Authenticator option showing up on 
the screen shown below. 
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 Click on the Logout icon on the top right corner of the screen: 
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Instructions to login to BDC using Mobile OTP  

These steps are completed after you have been provisioned. 

 Log in to Test or Production BDC application URL  

Production: https://www.clearance.bnymellon.com/bdcui/ClearanceUI.html 

Test:             https://www-catb.clearance.bnymellon.com/bdcui/ClearanceUI.html  

Assuming you are logging to Test BDC URL, the system will auto-redirect to 

 https://authhub.qa.bnymellon.com url 

  Enter User ID and click Submit 

 

 Enter your Password and click Submit. 

 

Now you can see at least two options:  

▪ Email a security code”  

▪ Use code from mobile app 

 Select Use code from mobile app and click Select, as shown below: 

https://bnymellon-my.sharepoint.com/personal/virginia_lynch_bny_com/Documents/Migrated%20HomeDrive%20Files/BDC_MFA_Austin_2025/DRAFTS/BDC%20MFA%20Authentication_v4.1_AA_VL.docx?web=1
https://bnymellon-my.sharepoint.com/personal/virginia_lynch_bny_com/Documents/Migrated%20HomeDrive%20Files/BDC_MFA_Austin_2025/DRAFTS/BDC%20MFA%20Authentication_v4.1_AA_VL.docx?web=1
https://bnymellon-my.sharepoint.com/personal/virginia_lynch_bny_com/Documents/Migrated%20HomeDrive%20Files/BDC_MFA_Austin_2025/DRAFTS/BDC%20MFA%20Authentication_v4.1_AA_VL.docx?web=1
https://www-catb.clearance.bnymellon.com/bdcui/ClearanceUI.html
file:///C:/Users/xecc59r/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/VPZ3O2V8/t
https://authhub.qa.bnymellon.com/
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 Select the Authenticator you have chosen and click Continue 
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 Enter the six-digit authenticator code from your mobile app.  

The system will direct you to the BDC application, as shown in the sample below.   
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Appendix A: IP Addresses for Authentication Hub 

Client workstations need access to the below IP addresses in order to login to BDC. 

If network access is not functioning, please work with your network team to provide network routing and access to 
the IP Addresses provided below. 

 

Production 

Name:    authhub.extadcglob.bnymellon.com 

Addresses 170.61.134.101 

            170.61.72.139 

            170.61.56.147 

Aliases:  authhub.bnymellon.com 

 

QA 

Name:    authhub.extadcqual.bnymellon.com 
Addresses: 170.61.60.72 
            170.61.145.85 
            170.61.77.177 
Aliases:  authhub.qa.bnymellon.com 

 

Name:    sp.extadcqual.bnymellon.com  

Addresses:   170.61.77.110 

                           170.61.61.169 

Aliases:  zwa-bdc-ssozone.qa.bnymellon.com 

 

http://authhub.extadcglob.bnymellon.com/
http://authhub.bnymellon.com/
http://authhub.extadcqual.bnymellon.com/
http://authhub.qa.bnymellon.com/
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Document Version Table 

VERSION NUMBER ISSUE DATE SUMMARY OF UPDATES FOR THIS VERSION 

1.0 March 13, 2025 Initial Iteration. 

1.1 March 13, 2025 as of 
April 1, 2025  

Added additional QA URLs in Appendix A. 

1.2 April 28, 2025 Page 3 - updated two Authentication Hub URLs for Production and Test to 
include bny.com instead of bnymellon.com 

Page 4 – In step 1, updated two URLs for Production and Test to include 
bny.com instead of bnymellon.com 

 

 



 

 

Disclaimer and Disclosures  

BNY is the corporate brand of The Bank of New York Mellon Corporation and may be used to reference the corporation as a whole and/or its 
various subsidiaries generally. This material and any products and services may be issued or provided under various brand names of BNY in various 
countries by duly authorized and regulated subsidiaries, affiliates, and joint ventures of BNY, which may include any of those listed below:  

The Bank of New York Mellon, a banking corporation organized pursuant to the laws of the State of New York, whose registered office is at 240 
Greenwich St, NY, NY 10286, USA. The Bank of New York Mellon is supervised and regulated by the New York State Department of Financial 
Services and the US Federal Reserve and is authorized by the Prudential Regulation Authority (PRA) (Firm Reference Number: 122467).  

In the U.K., a number of services associated with BNY Mellon Wealth Management’s Family Office Services – International are provided through The 
Bank of New York Mellon, London Branch.  The Bank of New York Mellon also operates in the UK through its London branch (UK companies house 
numbers FC005522 and BR000818) at 160 Queen Victoria Street, London EC4V 4LA and is subject to regulation by the Financial Conduct Authority 
(FCA) at 12 Endeavour Square, London, E20 1JN, UK and limited regulation by the PRA at The Bank of England, Threadneedle St, London, EC2R 
8AH, UK. Details about the extent of our regulation by the PRA are available from us on request. 

Investment management services are offered through BNY Mellon Investment Management EMEA Limited, BNY Mellon Centre, One Canada 
Square, London E14 5AL, which is registered in England No. 1118580 and is authorised and regulated by the Financial Conduct Authority. Offshore 
trust and administration services are through BNY Mellon Trust Company (Cayman) Ltd. 

BNY Mellon Fund Services (Ireland) Designated Activity Company is registered with Company No 218007, having its registered office at One 
Dockland Central, Guild Street, IFSC, Dublin 1, Ireland. It is regulated by the Central Bank of Ireland. 

The Bank of New York Mellon SA/NV, a Belgian public limited liability company, with company number 0806.743.159, whose registered office is at 
Boulevard Anspachlaan 1, B-1000 Brussels, Belgium, authorised and regulated as a significant credit institution by the European Central Bank 
(ECB), under the prudential supervision of the National Bank of Belgium (NBB) and under the supervision of the Belgian Financial Services and 
Markets Authority (FSMA) for conduct of business rules, a subsidiary of The Bank of New York Mellon. 

The Bank of New York Mellon SA/NV operates in Ireland through its Dublin branch at Riverside II, Sir John Rogerson's Quay Grand Canal Dock, 
Dublin 2, D02KV60, Ireland and is registered with the Companies Registration Office in Ireland No. 907126 & with VAT No. IE 9578054E. The Bank 
of New York Mellon SA/NV, Dublin Branch is subject to limited additional regulation by the Central Bank of Ireland at New Wapping Street, North 
Wall Quay, Dublin 1, D01 F7X3, Ireland for conduct of business rules and registered with the Companies Registration Office in Ireland No. 907126 
& with VAT No. IE 9578054E.  

The Bank of New York Mellon SA/NV operates in Germany as The Bank of New York Mellon SA/NV, Asset Servicing, Niederlassung Frankfurt am 
Main, and has its registered office at MesseTurm, Friedrich-Ebert-Anlage 49, 60327 Frankfurt am Main, Germany. It is subject to limited additional 
regulation by the Federal Financial Supervisory Authority (Bundesanstalt für Finanzdienstleistungsaufsicht, Marie-Curie-Str. 24-28, 60439 Frankfurt, 
Germany) under registration number 122721. 

The Bank of New York Mellon SA/NV operates in the Netherlands through its Amsterdam branch at Strawinskylaan 337, WTC Building, Amsterdam, 
1077 XX, the Netherlands. The Bank of New York Mellon SA/NV, Amsterdam Branch is subject to limited additional supervision by the Dutch 
Central Bank (“De Nederlandsche Bank” or “DNB”) on integrity issues only (registration number 34363596). DNB holds office at Westeinde 1, 1017 
ZN Amsterdam, the Netherlands.  

The Bank of New York Mellon SA/NV operates in Luxembourg through its Luxembourg branch at 2-4 rue Eugene Ruppert, Vertigo Building – 
Polaris, L- 2453, Luxembourg. The Bank of New York Mellon SA/NV, Luxembourg Branch is subject to limited additional regulation by the 
Commission de Surveillance du Secteur Financier at 283, route d’Arlona, L-1150 Luxembourg for conduct of business rules, and in its role as 
UCITS/AIF depositary and central administration agent. 

The Bank of New York Mellon SA/NV operates in France through its Paris branch at 7 Rue Scribe, Paris, Paris 75009, France. The Bank of New York 
Mellon SA/NV, Paris Branch is subject to limited additional regulation by Secrétariat Général de l’Autorité de Contrôle Prudentiel at Première 
Direction du Contrôle de Banques (DCB 1), Service 2, 61, Rue Taitbout, 75436 Paris Cedex 09, France (registration number (SIREN) Nr. 538 228 420 
RCS Paris - CIB 13733).  

The Bank of New York Mellon SA/NV operates in Italy through its Milan branch at Via Mike Bongiorno no. 13, Diamantino building, 5th floor, Milan, 
20124, Italy. The Bank of New York Mellon SA/NV, Milan Branch is subject to limited additional regulation by Banca d’Italia - Sede di Milano at 
Divisione Supervisione Banche, Via Cordusio no. 5, 20123 Milano, Italy (registration number 03351). 

The Bank of New York Mellon SA/NV operates in Denmark as The Bank of New York Mellon SA/NV, Copenhagen Branch, filial af The Bank of New 
York Mellon SA/NV, Belgien, and has its registered office at Tuborg Boulevard 12, 3. DK-2900 Hellerup, Denmark. It is subject to limited additional 
regulation by the Danish Financial Supervisory Authority (Finanstilsynet, Århusgade 110, 2100 København Ø). 

The Bank of New York Mellon SA/NV operates in Spain through its Madrid branch with registered office at Calle José Abascal 45, Planta 4ª, 28003, 
Madrid, and enrolled on the Reg. Mercantil de Madrid, Tomo 41019, folio 185 (M-727448). The Bank of New York Mellon, Sucursal en España is 
registered with Banco de España (registration number 1573). 

The Bank of New York Mellon (International) Limited is registered in England & Wales with Company No. 03236121 with its Registered Office at 
One Canada Square, London E14 5AL.  The Bank of New York Mellon (International) Limited is authorised by the Prudential Regulation Authority 
and regulated by the Financial Conduct Authority and the Prudential Regulation Authority. 

Regulatory information in relation to the above BNY Mellon entities operating out of Europe can be accessed at the following website: 
https://www.bnymellon.com/RID.  

The Bank of New York Mellon, Singapore Branch, is subject to regulation by the Monetary Authority of Singapore. For recipients of this information 
located in Singapore: This material has not been reviewed by the Monetary Authority of Singapore.  The Bank of New York Mellon, The Bank Hong 
Kong Branch (a branch of a banking corporation organized and existing under the laws of the State of New York with limited liability), is subject to 
regulation by the Hong Kong Monetary Authority and the Securities & Futures Commission of Hong Kong.  

For clients located in Australia, The Bank of New York Mellon is regulated by the Australian Prudential Regulation Authority and also holds an 
Australian Financial Services Licence No. 527917 issued by the Australian Securities and Investments Commission to provide financial services to 
wholesale clients in Australia. 

The Bank of New York Mellon has various other branches in the Asia-Pacific Region which are subject to regulation by the relevant local regulator in 
that jurisdiction. 

The Bank of New York Mellon Securities Company Japan Ltd, as intermediary for The Bank of New York Mellon. 

 



 

 

The Bank of New York Mellon, DIFC Branch, regulated by the Dubai Financial Services Authority (DFSA) and located at DIFC, The Exchange 
Building 5 North, Level 6, Room 601, P.O. Box 506723, Dubai, UAE, on behalf of The Bank of New York Mellon, which is a wholly-owned subsidiary 
of The Bank of New York Mellon Corporation. 

Pershing is the umbrella name for Pershing LLC (member FINRA, SIPC and NYSE), Pershing Advisor Solutions (member FINRA and SIPC), Pershing 
Limited (UK), Pershing Securities Limited (UK), Pershing Securities International Limited (Ireland), Pershing (Channel Islands) Limited, Pershing 
Securities Canada Limited, Pershing Securities Singapore Private Limited, and Pershing India Operational Services Pvt Ltd. Pershing businesses also 
include Albridge Solutions, Inc., a technology provider, and Lockwood Advisors, Inc., an investment adviser registered in the United States under 
the Investment Advisers Act of 1940.  Pershing LLC is a member of SIPC, which protects securities customers of its members up to $500,000 
(including $250,000 for claims for cash). Explanatory brochure available upon request or at sipc.org. SIPC does not protect against loss due to 
market fluctuation.  SIPC protection is not the same as, and should not be confused with, FDIC insurance.   

Past performance is not a guide to future performance of any instrument, transaction or financial structure and a loss of original capital may occur.  
Calls and communications with BNY Mellon may be recorded, for regulatory and other reasons. 

Disclosures in relation to certain other BNY Mellon group entities can be accessed at the following website: 
http://disclaimer.bnymellon.com/eu.htm. 

This material is intended for wholesale/professional clients (or the equivalent only), is not intended for use by retail clients and no other person 
should act upon it. Persons who do not have professional experience in matters relating to investments should not rely on this material. BNY Mellon 
will only provide the relevant investment services to investment professionals.  

Not all products and services are offered in all countries.  

If distributed in the UK, this material is a financial promotion. If distributed in the EU, this material is a marketing communication. 

This material, which may be considered advertising, (but shall not be considered advertising under the laws and regulations of Brunei, Malaysia or 
Singapore), is for general information purposes only and is not intended to provide legal, tax, accounting, investment, financial or other 
professional advice on any matter.  This material does not constitute a recommendation or advice by BNY Mellon of any kind. Use of our products 
and services is subject to various regulations and regulatory oversight. You should discuss this material with appropriate advisors in the context of 
your circumstances before acting in any manner on this material or agreeing to use any of the referenced products or services and make your own 
independent assessment (based on such advice) as to whether the referenced products or services are appropriate or suitable for you. This material 
may not be comprehensive or up to date and there is no undertaking as to the accuracy, timeliness, completeness or fitness for a particular purpose 
of information given. BNY Mellon will not be responsible for updating any information contained within this material and opinions and information 
contained herein are subject to change without notice. BNY Mellon assumes no direct or consequential liability for any errors in or reliance upon 
this material. 

This material may not be distributed or used for the purpose of providing any referenced products or services or making any offers or solicitations 
in any jurisdiction or in any circumstances in which such products, services, offers or solicitations are unlawful or not authorized, or where there 
would be, by virtue of such distribution, new or additional registration requirements. 

BNY Mellon Wealth Management conducts business through various operating subsidiaries of The Bank of New York Mellon Corporation. 

Any references to dollars are to US dollars unless specified otherwise. 

This material may not be reproduced or disseminated in any form without the prior written permission of BNY Mellon. Trademarks, logos and other 
intellectual property marks belong to their respective owners.   

The Bank of New York Mellon, member of the Federal Deposit Insurance Corporation (FDIC).  

bnymellon.com  

Please click here for additional information regarding disclaimers and disclosures. 

© 2025 The Bank of New York Mellon. All rights reserved. 
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